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Privacy Impact Assessment

This privacy impact assessment (PIA) should be completed by the relevant personnel at Victoria University (University) prior to the commencement of a particular program or project (program/project).  

This PIA will assist the University to determine whether or not it has the legal authority to collect, use, disclose and otherwise handle personal information as proposed for the purpose of the program/project, including assessing the University’s adherence to the Privacy and Data Protection Act 2014 (Vic (PDPA) and the Information Privacy Principles (IPPs) contained in the PDPA.
(a) Part 1 – General Description

(a) Description of the program/project and Parties

This section should provide a description of the program/project, including the purpose of the program/project and how it functions, its expected benefits, any other process or program/project (if any) of which it is a part, the legal authority the University has to implement the program/project, all other parties involved and the roles they play, including a description of all contracted service providers (CSPs).

	


(a) Scope of this Privacy Impact Assessment

This section should explain, where applicable, exactly what part or phase of the program/project the PIA covers and, where necessary for clarity, what it does not cover.
	


(a) Identifying Information Elements

This section considers the use of information that is capable of identifying an individual, whether directly or indirectly. This includes any information that is collected, used or disclosed by a CSP on behalf of the University for the purpose of this program/project:
(a) Personal information

When assessing impacts to privacy the first consideration is whether any personal information will be involved in the program/project. Personal information is information or an opinion (including information or an opinion forming part of a database), that is recorded in any form and whether true or not, about an individual whose identity is apparent, or can reasonably be ascertained, from the information or opinion.

Please list or attach as an appendix, all the personal information the program/project is likely to collect, use or disclose:

	


(b) Sensitive information

Please check all the types of sensitive information your program/project will collect, use or disclose:

	a
	Racial or ethnic origin
	

	b
	Political opinions
	

	c
	Membership of a political association
	

	d
	Religious beliefs or affiliations
	

	e
	Philosophical beliefs 
	

	f
	Membership of a professional or trade association
	

	g
	Membership of a trade union 
	

	h
	Sexual preferences or practices
	

	i
	Criminal record
	

	k
	This program/project will not collect, use or disclose any of the above information
	


(c) Unique identifiers

Will this program/project assign a unique identifier?  A unique identifier is an identifier (usually a number) assigned by the University to an individual to uniquely identify that individual for the purposes of the operations of the University.  If yes, please explain how the unique identifier is necessary for the program/project:

	



Will this program/project collect, use or disclose a unique identifier created by another organisation?  If yes, please describe the unique identifier, specify the relevant organisation, and describe the reason why the identifier is necessary for the University to carry out its functions:

	


(d) Health information

Will this program/project collect, use or disclose health information (as defined in the Health Records Act 2001 (Vic) (HRA))?  If yes, please describe the health information:

	


(e) Re-identifiable information

Will this program/project collect, use or disclose de-identified information that may in the future become re-identifiable information?  If yes, please describe the process of de-identification and potential for re-identification:

	


(a) Threshold assessment

Does you program/project collect, use or disclose:

	1
	Personal information (which may include any of sensitive information, unique identifiers, re-identifiable information or health information)?

If yes, please proceed with the rest of the assessment.  If no, continue to sign off page.
	

	2
	Health information only (and no other types of personal information)?

If yes, please proceed to sign off page and consider your obligations under the HRA.  If no, please proceed with the rest of the assessment. 
	

	3
	Personal information (including sensitive information, unique identifiers, re-identifiable information) and health information?

If yes, please proceed with the rest of this assessment and consider your obligations under the HRA.
	


(a) Part 2 – Privacy analysis

(a) The elements of personal information

Please describe the elements of personal information involved. Please include:

· each element of personal information, including sensitive information, unique identifiers, health information and re-identifiable information;
· how each element will be collected, used and disclosed, and by whom; and
· any transfer of personal information to someone outside of Victoria (other than the University or the individual the information is about).  This includes the transfer of information where the University has engaged a CSP to provide cloud computing services and which is based outside of Victoria. 
	


(a) Information Privacy Principles

These questions relate to the personal information described in Part 1 and set out in section 2.1.  This section will assist you in assessing your program/project against each of the IPPs and determining which are applicable. 
Each question below has a corresponding IPP. 
Where a risk is identified this should be noted in Part 3 – Privacy Risk Mitigation.
(a) Collection of Personal Information (including sensitive information and unique identifiers) (refer to IPPs 1, 7, 8 & 10)
	Collection

Please answer these questions if your program/project will collect personal information
	Yes/No
	IPP

	1
	Is the information collected necessary for the program/project?
	
	1.1

	2
	Is it lawful or practicable for the individual to remain anonymous for the purpose of the program/project?
	
	8.1



Risk Identifier: If the answer to question 1 is no, please address Collection as a risk in Part 3 – Privacy Risk Mitigation. 

If the answer to question 2 is yes and the program/project will collect personal information, please address Anonymity as a risk in Part 3 – Privacy Risk Mitigation.

	Notice

Please answer this question if your program/project will collect personal information
	Yes/No
	IPP

	3
	Will you or have you taken all reasonable steps to ensure that the individual whose information is collected is made aware of the following information:

· the identity of the University and how to contact it;

· the fact that the individual can access their information; 

· the purpose for the collection;

· to whom the University will disclose the information;

· any law requiring the information to be collected; and

· consequences, if any, to the individual if the information is not provided.
	
	1.3



If the answer to question 3 is yes, please describe how in the box below:

	



Risk Identifier: If the answer to question 3 is no, please address Notice as a risk in Part 3 – Privacy Risk Mitigation. 

	Direct/Indirect Collection 

Please answer these questions if your program/project will collect personal information
	Yes/No
	IPP

	4(a)
	Is the information to be/being collected directly from the individual?
	
	1.4

	4(b)
	Will any information also be collected indirectly about the individual?  If no, proceed to question 5.
	
	




Risk Identifier: If the answer to question 4(a) is no or the answer to question 4(b) is yes, please address Indirect Collection as a risk in Part 3 – Privacy Risk Mitigation.

	Unique Identifier

Please answer these questions if your program/project will collect, use or disclose personal information
	Yes/No
	IPP

	5(a)
	Will this program/project assign or collect a unique identifier (see part 1.3(c) above)?

If no, proceed to question 6.
	
	

	5(b)
	Is it necessary to assign a unique identifier to enable the University to carry out its program/project?
	
	7.1

	5(c)
	Will a unique identifier of another organisation be used only if one of the following conditions is met?

· it is necessary for the University to carry out its functions (this should be described in part 1.3(c)); or

· the individual consented to the use.
	
	7.2


Risk Identifier: If the answers to questions 5(b) and (c) are no, please address Unique Identifiers as a risk in Part 3 – Privacy Risk Mitigation.

	Sensitive information

Please answer these questions if your program/project will collect personal information
	Yes/No
	IPP

	6(a)
	Will this program/project collect sensitive information (see part 1.3(b) above)?

If no, proceed to question 8. 
	
	

	6(b)
	Sensitive information identified in part 1.3(b) will not be collected unless one of the following apply:

· the individual has consented; or

· the collection is required under law.
	
	10.1

	7(a)
	Will the sensitive information be used for a research purpose?

If no, proceed to question 8.
	
	

	7(b)
	If sensitive information is used for research purposes all of the following conditions are met:

· the collection is necessary for research, compilation or analysis of statistics for a government funded welfare or educational service or if relating to racial or ethnic origin, the information is collected for providing government funded welfare or educational services;

· there is no reasonably practicable alternative to collecting the sensitive information for that purpose; and

· it is impracticable for the individual to consent.
	
	10.2


(b) Use and Disclosure of Personal Information (refer to IPPs 2 & 7)

	Use and disclosure

Please answer these questions if your program/project will use or disclose personal information, including unique identifiers
	Yes/No
	IPP

	8
	Information will only be used for the primary purpose identified in Part 1.

If yes, proceed to question 10.
	
	2.1

	9(a)
	In addition to using and disclosing information for the primary purpose it was collected, personal information will be used or disclosed for a secondary purpose.

If yes, please check which of the following secondary purposes below (9(b)-9(e)).
	
	

	9(b)
	The secondary purpose is related to the primary purpose, or for sensitive information, directly related to the primary purpose; and

the individual would reasonably expect the University to use or disclose the information for the secondary purpose 

If yes, please describe the secondary purpose:


	
	2.1(a)

	9(c)
	The individual has consented (express or implied) to the use or disclosure.
	
	2.1(b)

	9(d)
	As necessary for research, or the compilation or analysis of statistics in the public interest.
	
	2.1(c)

	9(e)
	As required or authorised by law.

If yes, please cite the relevant law:


	
	2.1(f)



Risk Identifier: If the answer to question 9(a) is yes and 9(b)-(e) are all no please address the Secondary Purpose as a risk in Part 3 – Privacy Risk Mitigation.

	Use and disclosure of a Unique Identifier (assigned by another organisation)

Please answer these questions if your program/project will use or disclose a unique identifier.
	Yes/No
	IPP

	10(a)
	This program/project will use or disclose a unique identifier assigned to an individual by another organisation (see part 1.3 above).

If no, proceed to question 11.
	
	7.2

	10(b)
	The unique identifier assigned to an individual by another organisation will not be used or disclosed unless one of the following apply:

(a) it is necessary for the University to fulfil its obligation to the other organisation;

(b) the individual has consented; or

(c) it is required or authorised by law.  If yes, please cite the relevant law:


	
	7.3



Risk Identifier: If the answer to question 10(a) is yes and the answers to question 10(b) are all no please address the Secondary Purpose as a risk in Part 3 – Privacy Risk Mitigation.

(c) Transborder data flow (Refer to IPP 9)

	Transborder data flow

Please answer these questions if your program/project will disclose personal information
	Yes/No
	IPP

	11(a)
	The program/project will transfer personal information to an organisation or person outside of Victoria (other than the University or the individual) (including a CSP which is based outside of Victoria and provides cloud computing services to the University).

If no, proceed to question 12.  If yes, please describe:


	
	

	11(b)
	Personal information will only be transferred to someone outside of Victoria (other than the University or the individual) (including a CSP which is based outside of Victoria and provides cloud computing services to the University)if one of the following apply :

(d) the University reasonably believes that the recipient is subject to laws or a contract enforcing information handling principles substantially similar to the IPPs;

(e) the individual consented to the transfer;

(f) the transfer is necessary for the performance of a contract between the individual and the University;

(g) the transfer is necessary as part of a contract in the interest of the individual between the University and a third party;

(h) all of the following apply:

the transfer is for the benefit of the individual;

it is impractical to obtain consent; and

if it were practicable the individual would likely consent; or

(i) the University has taken reasonable steps so that the information transferred will be held, used and disclosed consistently with the IPPs.

If yes, please describe the steps:


	
	9.1



Risk Identifier: If the answer to question 11(a) is yes and 11(b) are all no please address transborder data flows as a risk in Part 3 – Privacy Risk Mitigation.
(d) Data quality (Refer to IPP 3)

	Data quality

Please consider data quality if your program/project will collect, use or disclose personal information
	Yes/No
	IPP

	12
	Will steps be taken to ensure that all data that is collected, used or disclosed is accurate, complete and up to date?  
For example, ensure the system is regularly tested for accuracy, conduct periodic reviews of the information, a retention schedule in place that deletes information that is no longer required, incidents are reviewed for lessons learnt and systems / processes updated appropriately.

If yes, please describe the steps:


	
	3.1



Risk Identifier: If the program/project does not ensure that all data collected, used or disclosed is accurate, complete and up to date, please address data quality as a risk in Part 3 – Privacy Risk Mitigation.
(e) Security of personal information (Refer to IPP 4)

	Data Security

Please answer this question if your program/project will collect, use or disclose personal information
	Yes/No
	IPP

	13(a)
	Has the program/project taken reasonable steps to protect the personal information it holds from misuse and loss and from unauthorised access, modification or disclosure?

For example, the program/project should have data protection arrangements in place covering all the security domains including: Security policies and procedures, security risk management, information access, security training and awareness, security incident management, business continuity management, third party management (CSPs), information security, information sharing, personnel security, ICT security, physical security.

With regard to a CSP that the University has engaged to provide cloud computing services, this includes an assessment of the data protection arrangements covering all domains that the CSP has in place.

If yes, please describe how:


	
	4.1



Risk Identifier: If the program/project does not address the security risks identified in question 13(a) please address Data Security as a risk in Part 3 – Privacy Risk Mitigation.

	Data Security

Please answer this question if your program/project will collect, use or disclose personal information
	Yes/No
	IPP

	13(b)
	The program/project will take reasonable steps to destroy or de-identify personal information if it is no longer needed for any purpose. 

With regard to a CSP that the University has engaged to provide cloud computing services, this includes an assessment of the data retention and destruction policies and procedures that the CSP has in place.

If yes, please list the steps.

	
	4.2



Risk Identifier: If the answer to question 13(b) is no, please address Records Management as a risk in Part 3 – Privacy Risk Mitigation.
(f) Openness (Refer to IPP 5)

	Openness

Please answer these questions if your program/project will collect, use or disclose personal information
	Yes/No
	IPP

	14(a)
	The University has a document available for public review that sets out the policies for the management of personal information.

Please identify document(s) and provide link where available:


	
	5.1

	14(b)
	The University has steps in place to allow an individual to know what personal information it holds about them and for what purposes it collects, uses and discloses it.
	
	5.2



Risk Identifier: If the answer to question 14(a) or 14(b) is no, please address openness as a risk in Part 3 – Privacy Risk Mitigation.

(a) Part 3 – Privacy Risk Mitigation

For the purpose of this section, a risk is something that could lead to the unauthorised collection, use, disclosure or access to personal information. 

Please list each of the privacy risks identified by the checklist and the mitigation strategies/tools that will be implemented to mitigate these. Add extra rows as required. If you have concerns as to how an identified risk can be addressed please contact the University‘s Privacy Compliance Officer to discuss strategies. Please specify the likelihood of the risk arising, the degree of impact it would have on individuals’ privacy if it occurred, and an assessment (low, medium or high) of the residual risk:

	
	Identified Risk
	Mitigation strategy 
	Likelihood
	Impact
	Risk rating

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	


(a) Part 4 – Summary of assessment and sign off

(a) Summary

Insert a summary or overview of the most significant findings in relation to both identified privacy risks and identified privacy-enhancing features. Where appropriate also include critical recommendations. The summary should include an overview of which privacy risks cannot be mitigated, the likely public reaction to such risks, and whether the risks are outweighed by the benefit in the program/project proceeding. 

	


(a) Signatures

	Program/project/Department Manager
	
	Signature
	
	Date


	
	  
	14
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